
The ability to detect single molecules has resulted in 
extraordinary advances in science and medicine. Ever 
since Richard Feynman envisaged the rise of nanotech-
nology and the possibility of manoeuvring objects atom 
by atom in his landmark talk in 1959 (ref.1), there has been 
a drive not only to use this capability to control the prop-
erties of materials but also to better understand molec-
ular behaviour and interactions. For example, observing 
and studying molecules one at a time unleashes new 
prospects for probing fundamental dynamic processes 
that take place at the interface of life sciences, biophysics, 
chemistry and medicine2–4. Whereas the majority of con-
ventional experimental techniques yield information that 
is time- averaged and population- based, single- molecule 
measurements allow us to probe how individual mem-
bers of a molecular popu lation behave and interact, 
resolving the structural and spatial dynamics. Probing 
a single molecule, the equivalent of 1.66 yoctomoles, 
necessitates sensitive methods that amplify the meas-
urement signal, such as the photon flux emitted from 
a single dye or, in the case of traditional nanopore sen-
sors, the residual ion flux passing through a molecule as 
it transiently occludes the pore volume.

Over the years, several detection strategies sensi-
tive enough to detect single molecules were developed, 
including scanning- probe methods, such as atomic force 
microscopy5,6 and scanning tunnelling microscopy7,8 
(STM). Such instrumentation is not only capable of 
atomic resolution but can also be used to perform nano-
scale surface analysis to extract chemical, electrical and 
even mechanical properties of single molecules. For the 
detection of single molecules in liquids, optical meth-
ods have been in widespread use since the first visual 

observation of individual molecules in 1976 (ref.9). More 
recently, label- free, electrical- based methods have been 
gaining prominence, in large part owing to improve-
ments in devices and detection methods, enabling the 
design of sensors with dimensions comparable to those 
of a molecule3,10,11. One example is ionic current detection 
using nanopore sensors (Box 1). The foundations of this 
method can be traced back to the use of Coulter count-
ing to count and size particles suspended in electrolytes 
in the 1950s and to the introduction of single- channel 
current recording in the 1970s, for which Erwin Neher 
and Bert Sakmann were jointly awarded the 1991 Nobel 
Prize in Physiology or Medicine. However, it was only 
in the late 1990s that the idea of using nanopores gath-
ered critical momentum, largely fuelled by the ambitious 
goal of using them for next- generation nucleic- acid 
sequencing12. It took less than two decades for the first 
sequence reads of DNA strands using nanopores to be 
published13. Subsequently, commercialization of the 
nanopore- sequencing technology by Oxford Nanopore 
Technologies sparked a wide range of applications and 
stimulated interest beyond the nanopore community14,15. 
Today, nanopore sensing is rapidly advancing not only in 
the context of DNA sequencing but also for other appli-
cations, such as biological screening, diagnostics16–18 and 
the grand challenge of protein sequencing19,20.

At the core of every single- molecule method is the 
necessity to confine individual analytes in space and 
time during the measurement. Ideally, the dimension of 
the sensing volume should be comparable to the size 
of the analyte to achieve single- molecule sensitivity3,10,21. 
In traditional optical methods, a ‘virtual’ volume often 
defines a region within which molecules can be detected. 
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By contrast, in nanopores, a molecule is confined in a 
physical volume. One requirement is that the diameter 
of the nanopore is similar to that of the molecule to facil-
itate detection. At the same time, the nanopore depth 
or thickness should be as small as possible to maximize 
the detected signal. Many challenges had to be over-
come to reach the present state of the technology, which 
required improving the tuning of the material properties,  
dimensions, selectivity and detection modality.

In this Review, we start by surveying recent advances 
in the use of a range of different materials, including 
proteins22,23, silicon24,25, quartz26,27, metals28,29, poly-
meric films30,31, nanowires32 and 2D materials such as 
graphene33,34, to make nanopores. We explore how these 
materials are enabling novel sensing functionalities and 
highlight recent solutions to one of the greatest draw-
backs associated with nanopore sensing: the lack of 
selectivity. We discuss recent strategies to achieve the 
much- needed analyte selectivity via chemical modifica-
tion of the nanopore material or modification of the way 
analytes are transported through the nanopore. Finally, 

we touch on areas of research that aim to capitalize on 
the advantages of coupling nanopore sensing to other 
detection modalities, including field- effect transistors 
(FETs), quantum tunnelling and optical detection. The 
emerging incorporation of machine- learning algorithms 
with nanopore sensing to facilitate data analysis is also 
discussed. This article provides a glimpse into the state 
of the art in nanopore sensing from a materials perspec-
tive. Specifically, we focus our discussion on the use of 
solid- state pores and only introduce biological pores 
when necessary. We refer the reader to other reviews10,35 
for a discussion of the achievements and challenges  
associated with biological nanopores.

Overall, nanopore sensing has great potential, but 
important challenges lie ahead. From a materials perspec-
tive, there is a drive to invent novel nanopore architec-
tures and materials, and achieve multiplexed detection, 
high- throughput analysis, enhanced sensitivity and selec-
tive and/or specific detection. Apart from DNA and RNA 
sequencing, the chances of clinical adoption of nanopore 
technologies are high, but most likely they will require 
more complex signals than ionic currents alone. This is, 
in part, due to the need to detect small molecular dif-
ferences in complex diagnostic biofluids such as serum, 
cerebrospinal fluid and urine. Such measurements 
often require the use of a ‘spectroscopic’ fingerprint-
ing approach rather than the more typical 1D signals 
obtained with nanopores. We hope to convey to the 
reader that there is much to be gained by incorporating  
additional detection modalities into nanopores.

Materials and fabrication methods
Nanopore fabrication and membrane thinning. The 
nanopore geometry is a major contributor to the over-
all measurement sensitivity. There are a number of 
tools available to define and optimize the diameter, 
thickness and profile of the pore, including focused 
electron/ion beams36–41, controlled dielectric breakdown 
(CDB)42–47, laser pulling of glass or quartz pipettes48–52, 
electrochemical deposition53,54, nanoimprinting55, ther-
mal annealing56–58, chemical etching of membranes 
with nucleated defects59–61, hard masks62–64 and metal 
catalysts65,66 (TaBle 1). For an in- depth explanation of 
each nanopore- fabrication technique, the reader is 
referred to alternative reviews47,67–69. Methods for fab-
ricating pores in the sub-10 nm range are the most 
attractive for high- resolution discrimination between 
different molecular building blocks, such as nucleotide 
bases and amino acids. Focused electron/ion- beam- 
induced pore fabrication is perhaps the most commonly 
used approach in the sub-10 nm range, as the pore size 
and shape can be tuned at a designated location by con-
trolling the beam spot size, dwell time and position on 
the membrane70,71 (fig. 1a). Furthermore, it is possible to 
monitor the pore size in real time during the fabrication 
process, which is important when it comes to making 
size- reproducible pores37,72. Considerable drawbacks 
are instrumentation availability, cost and the fact that 
the pores are fabricated under ultra- high vacuum con-
ditions (10−4–10−9 Pa), which can result in a change in 
geometry when the pores are exposed to the hydrated 
environment they are meant to work in. CDB is another 

Box 1 | How nanopores work

The principle behind 
conventional nanopore 
detection is resistive pulse 
sensing. Two reservoirs filled 
with an electrolyte (usually a 
buffered salt solution such as 
Kcl, Nacl or licl) are separated 
by a thin, non- permeable 
membrane and linked via a 
single nanopore. electrodes, 
for example, Ag/AgCl, are 
immersed in the two 
compartments (panel a of the 
figure) and a constant voltage 
bias is applied across the 
nanopore (that is, the voltage is 
clamped), causing a steady- state 
ionic- current flux through the 
pore. During the passage of an 
analyte through the pore (often 
dubbed translocation), the ionic 
current usually decreases owing 
to hindered access of ions to the 
pore volume345,346. In some cases, 
such as for double- stranded 
DNA transport in solutions with 
a low salt concentration, 
recruitment of mobile 
counterions by the DNA 
backbone near the pore 
enhances the ionic current 
instead. other factors, such as 
salt concentration and pH, can 
influence the interplay between 
the electrophoretic and 
electro- osmotic flow. by analysing the features of the current pulse, such as its 
amplitude, duration and noise (panel b of the figure), one can obtain important 
information on the analyte, including its size26, charge283, affinity with the nanopore 
surface170 and, in some cases, even its shape149, dipole moments150 and sequence79. 
Additionally, the frequency of these modulations carries information on the analyte 
concentration (panel c of the figure).
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method that is gaining prominence: in CDB, nanopores 
are fabricated directly in solution and at a lower cost by 
applying a voltage across the membrane42,47 (fig. 1b).

The thickness of the membrane is critical to optimize 
detection, as the signal (the ionic- current amplitude) 
and the resolution (the effective sensing length in the 
nanopore) scale, to a first approximation, inversely with 
pore thickness. Therefore, there has been a drive to cre-
ate nanopores at the ultimate limit: a single- atom- thick 
membrane. However, atom- thick nanopores are excep-
tionally challenging to realize, as the membrane often 
becomes brittle.

Over the past decade, multiple approaches have 
been developed to fabricate atomically thin mem-
branes (TaBle 2). A widespread strategy for achieving 
single- digit nanometre thickness is based on the thin-
ning of existing solid- state membranes. For example, 
a silicon nitride (SiN) membrane, which is commonly 
used as a hard mask in silicon wafer processing, can 
be selectively etched using either a dry- etch process73 
(fig. 1c), electron/ion- beam irradiation36,74,75 (fig. 1d) or 
laser- assisted photothermal etching on a selected area 
of the sample76,77 (fig. 1e). Following the thinning step, 

a pore can be fabricated by either focused electron/
ion beam36,37,74 or CDB42. When CDB is combined 
with laser- assisted photothermal etching77 or dielectric 
breakdown etching78, a nanopore with a short channel 
(~1 nm) can be fabricated in a fluidic cell without the 
need for aggressive chemical cleaning (fig. 1f).

A second fabrication strategy involves the depo-
sition of an ultra- thin membrane using atomic layer 
deposition (ALD) on a sacrificial layer that is then 
removed, resulting in a thin, free- standing membrane 
with a desired composition, such as SiO2 (ref.79), TiO2 
(refs80,81), Al2O3 (refs82–85), nanoporous Al2O3 (ref.86), 
graphene–Al2O3 (ref.87) and HfO2 (refs88,89) (fig. 1g). This 
approach is complementary to the more typical use of 
ALD and chemical vapour deposition (CVD) coatings 
to either modify the pore surface or control the pore 
diameter77,90–93. The advantage of using ALD is that 
the membrane thickness can be finely controlled by 
choosing appropriate deposition cycles. For example, 
a deposition rate of 1.4 Å per cycle was used to obtain a 
HfO2 membrane with a target thickness of 4.5 nm (ref.88). 
ALD can be further used to deposit thin multilayers of 
different materials77,92. The use of different materials 

Table 1 | Pore- fabrication techniques

Fabrication technique Advantages Disadvantages Pore size 
(nm)

Refs

Focused electron/
ion beams

Transmission 
electron 
microscope (TEM)

Tuning pore size and shape at a 
designated location by controlling the 
beam spot size, dwell time and position. 
Real- time monitoring of the pore size 
during fabrication

Pore geometry in hydrated condition can 
be different from that in vacuum. Pore 
surface can be hydrophobic owing to 
hydrocarbon contamination. High- energy 
beam instrument (TEM or FIB) is required

>0.13 37,40,41, 

70–72

Focused ion 
beam (FIB)

>1.8 36,38, 

39,74

Controlled dielectric breakdown In situ nanopore fabrication using only a 
voltage–current reading apparatus, no 
pore cleaning or wetting required

Possible formation of multiple nanopores 
at the same time. No control on the pore 
location unless additional methods are 
used (plasmonic nanostructures, laser 
etching, atomic force microscopy tips)

>1.1 42–47,314

Laser pulling of glass or quartz 
pipettes

Quick and low- cost fabrication.  
Compatible with scanning- probe- 
microscopy methods. Straightforward 
fabrication of closely spaced groups 
of two or four nanopores using 
multi- barrelled pipettes

Sub-10 nm pore fabrication is challenging. 
Requires a pipette puller

>4.7 27,48–52

Electrochemical deposition In situ shrinking. Possibility of 
fabricating nanopores with an 
embedded gate electrode.

Requires pre- pore fabrication of the 
electrode- integrated membrane and 
results in larger nanopores. Requires 
optimization of the deposition conditions

>8 53,54

Nanoimprinting Quick and low- cost fabrication of 
nanopore arrays

Works only with polymeric membranes >6 55

Thermal annealing Fabrication of nanopore arrays Requires high temperature (>1,000 °C) with 
precise control using a furnace or laser. 
Long etching time. Local heaters (such as 
gold nanoparticle) have to be dispersed

>2 56–58

Chemical etching With nucleated 
defects

Fabrication of nanopores in membranes 
with micrometre or nanometre 
thickness

Requires heavy ion irradiation and an 
accurate etching profile. Long etching 
time. Challenging to control the number 
of pores

>2 59–61

With hard masks Requires patterned mask deposition and 
an accurate etching profile. Long etching 
time

>5 62–64

With metal 
catalysts

Requires nanoscale metal deposition and 
an accurate etching profile. Long etching 
time

>20 65,66
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diversifies the range of surface properties of the mem-
brane, which can be useful to tune the interaction 
with specific analytes. In particular, HfO2 membranes 
facilitate reduced pore degradation and slow DNA 

translocations owing to a physicochemical interaction 
with nucleic acids88. ZnO (ref.94) and Al2O3 (ref.84) mem-
branes display enhanced attractive electrostatic inter-
action with negatively charged DNA. Reducing the 
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Fig. 1 | Methods of fabricating small and thin nanopores. a | Focused 
electron/ion- beam milling of free- standing membranes is a common approach 
for fabricating sub-10 nm pores (left). The pore size and shape can be 
monitored in real time during fabrication. A sequence of transmission electron 
microscope (TEM) images showing nanopore formation in silicon dioxide using 
an electron beam (right). The electron irradiation leads to a gradual 
reduc tion in the size of the nanopore to approximately 3 nm. b | Controlled  
dielectric breakdown can be used to fabricate pores in membrane materials 
such as SiN, HfO2 and SiO2. The membrane is immersed in an electrolyte (such 
as KCl, NaC or LiCl) and exposed to an electric field with intensity comparable 
to the dielectric strength of the membrane. Structural defects are produced 
owing to tunnelling leakage current, resulting in the dielectric breakdown of 
the membrane and in the formation of a nanopore. c–e | Thinning methods for 
solid-state membranes include dry etching with a patterned protection layer 
(photoresist) (panel c); electron/ion- beam irradiation (panel d). Helium ion- 
beam irradiation leads to thinning of both sides of the SiN membrane, which 
has been attributed to fluidization and ion pressure; laser- assisted 
photothermal etching (panel e). The process is influenced not only by the laser 

illumination but also by the composition of the supporting electrolyte. f | The 
combination of laser- assisted photothermal etching and controlled dielectric 
breakdown allows for the simultaneous thinning of the membrane and 
formation of a nanopore. g | Formation of an ultra- thin membrane using 
atomic layer deposition (ALD). A thin layer of a desired material is deposited 
on a sacrificial layer using ALD. Etching or removal of the sacrificial layer 
produces a thin, free- standing membrane; there is a large choice of available 
deposition chemistries. h,i | Free- standing 2D membranes. 2D materials 
supported on a sub- micrometre- sized aperture can be prepared via material 
transfer (panel h) or by directly fabricating the 2D material on the aperture 
using chemical vapour deposition (CVD) (panel i). Nanopores in single- layer 
2D materials have high sensitivity, owing to their near- atomic thickness 
(graphene: 0.3 nm, BN: 1.1 nm, MoS2: 0.8 nm and WS2: 0.7 nm). PDMS, poly-
dimethylsiloxane. Panel a adapted from ref.37, Springer Nature Limited. 
Panel b adapted from ref.42, CC BY 4.0. Panel d adapted from ref.74, CC BY 3.0. 
Panels c, e and f adapted with permission from ref.77, American Chemical 
Society. Panel h adapted with permission from ref.342, Wiley. Panel i adapted 
with permission from ref.108, American Chemical Society.
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Table 2 | Methods to control pore geometry in thin membranes

Membrane 
material

Membrane- preparation 
method

Pore- fabrication 
method

Pore 
thickness 
(nm)

Pore 
size 
(nm)

Analyte Comments Refs

SiO2 Electron/ion- beam 
irradiation

Focused electron/
ion beam

>10 >2 dsDNA – 37,315,316

ALD followed by removal 
of a sacrificial layer

Focused electron/
ion beam

>20 >2.5 dsDNA, dsDNA–protein 
complexes

– 79

Thermal growth 
followed by removal  
of a sacrificial layer

CDB >30 >5.2 dsDNA Pore formation on the 
vertex area of a SiO2 
pyramidal membrane

97

SiN Dry etching Focused electron/
ion beam

>1.7a >0.8 dsDNA, ssDNA, miRNA, 
tRNA, dsDNA–protein 
complexes, proteins, 
peptides

– 73,271,275, 

301,312, 

317–321

Electron/ion- beam 
irradiation

Focused electron/
ion beam

>0.5a >0.9 dsDNA, ssDNA, proteins Membrane thinning and 
pore fabrication realized in 
a single step

25,36,37, 

75,174, 

322,323

CDB >10 >5.2 dsDNA Pore formation at a thinned 
region

324

Dielectric breakdown 
etching

CDB >7.52 >11.4 dsDNA Two- step breakdown using 
voltage profiles for thinning 
(constant high voltage) and 
pore formation (voltage 
pulse)

78

Laser- assisted 
photothermal etching

CDB >0.5a >1.2 dsDNA, ssDNA, tRNA, 
proteins

Formation of conical pores 
at a thinned region

76,77,278

HfO2 ALD followed by removal 
of a sacrificial layer

Focused electron/
ion beam

>4.5 >1.4 dsDNA, ssDNA High chemical stability/
physicochemical 
interactions between HfO2 
and nucleic acids

88,89

CDB >10 >7 No tested analytes Pore formation on the 
vertex area of a HfO2 
pyramidal membrane

96

Al2O3 ALD followed by removal 
of a sacrificial layer

Focused electron/
ion beam

>40 >1 dsDNA, dsDNA–protein 
complexes

Positive surface charge at 
pH 7–8, nanocrystallites 
formed at the nanopore 
surface during focused 
electron/ion- beam 
illumination

83,84,87

ZnO ALD followed by removal 
of a sacrificial layer

Focused electron/
ion beam

>6 >1.3 dsDNA Positive surface charge  
at pH 7–8

94

TiO2 ALD followed by removal 
of a sacrificial layer

Focused electron/
ion beam

>15 >3.1 dsDNA, polypeptides Low membrane 
photoluminescence

81

CDB >15

Graphene Transfer on the aperture Focused electron/
ion beam

>0.3 >3.1 dsDNA, ssDNA, proteins Hydrophobic interaction 
between graphene and 
DNA

80,98,99, 

102,154, 

325–327

Electrochemical 
etching

>0.6 >2.2 dsDNA 117

Direct growth on the 
aperture

Focused electron/
ion beam

>8 >6.5 dsDNA 100

BN Transfer on the aperture Focused electron/
ion beam

>1.1 >1 dsDNA, ssDNA – 104–106,328

MoS2 Transfer on the aperture Focused electron/
ion beam

>0.8 >0.6 dsDNA, ssDNA, plasmid 
DNA, nucleotides

– 107,113, 

120,305, 

328,329

Electrochemical 
etching

>0.7 >1 Plasmid DNA Pore fabrication with 
sub- nanometre precision 
using an electrochemical 
reaction

118

Direct growth on the 
aperture

Focused electron/
ion beam

>0.8 >2.3 ssDNA Scalable fabrication of 
wafer- size, free- standing 
MoS2 membranes

108,112
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membrane photoluminescence by replacing SiN with 
SiO2 (refs79,95), Al2O3 (ref.86) or TiO2 (ref.81) enhances the 
optical sensitivity for single- fluorophore detection (as 
discussed in the section on photon- based sensing). The 
majority of nanopores using membranes fabricated by 
ALD are made using focused electron/ion beams, and 
there are only limited reports on pores made by CDB 
(reported for HfO2 (ref.96), SiO2 (ref.97) and TiO2 (ref.81)).

Atomically thin 2D membranes. Nanopore detection 
using atomically thin 2D membranes was first demon-
strated in 2010 using free- standing graphene sheets, 
ranging from single to a few layers80,98,99. Subsequently, 
sub- nanometre- thick free- standing membranes of 
several 2D materials have been reported, including 
graphene100–103, boron nitride (BN)104–106, molybdenum 
disulphide (MoS2)107,108, tungsten disulphide (WS2)109, 
bis muth telluride (Bi2Te3)110 and transition- metal car-
bides (MXenes)111. There are two dominant methods 
used for fabricating free- standing 2D membranes: 
transfer of a 2D material prepared by exfoliation110,111 or 
CVD80,98,99,103–106,109,112 on a membrane with a relatively 
large sub- micrometre aperture (fig. 1h); or growth of the 
2D material directly on the aperture using CVD100,108 
(fig. 1i). The first method is more common, as the pro-
cedures for material transfer are well established and 
the system is easy to inspect optically113. Direct CVD 
grown on the aperture is scalable to whole wafers108, 
but the process is challenging to control. In 2D mate-
rials, similarly to conventional membranes, the nano-
pores are typically fabricated using focused electron/ion 
beam80,98,99,103–106,109,114–116. However, other approaches, 
including electrochemical etching117,118, photo- 
oxidation56,109 and plasma etching119, have also been used. 
Nanopores in 2D materials offer high detection sensiti-
vity. For example, all four types of 30- mer poly nucleotides  
and single nucleotides could be identified using a pore 
with a diameter of 2.8 nm in an atomically thin MoS2 
membrane120.

Influence of the material on the current noise. The noise 
in the electrical current is an important factor in nano-
pore sensing with high temporal resolution; the under-
lying theory and a comparison between platforms can 
be found in recent reviews67,121,122. From a materials 
perspective, the noise at high frequencies (>1 kHz) is 

dominated by the capacitance of the material, as can 
been seen in the equations defining the dielectric and 
amplifier noise:

S k TDfC=8π (1)dielectric B material

S fv C= (2π ) (2)amplifier n total
2

where kB is the Boltzmann constant, T the temperature, 
D the dissipation factor, f the frequency, vn the input volt-
age noise, Cmaterial the chip material capacitance and Ctotal 
the total capacitance, which includes the contributions  
of the chip material, electrode wiring and amplifier 
input/feedback elements123,124. The material capaci-
tance can be reduced by passivation with polydimethyl-
siloxane125 or by using low- capacitance materials, such 
as amorphous glass103,126,127, Pyrex95, polyimide128 and 
sapphire129, as a support substrate instead of crystalline 
silicon. At low frequencies (<100 Hz), 1/f noise domi-
nates. This type of noise is associated with many physi-
cal phenomena in sensing systems130, including surface 
contamination131, surface charge fluctuation132, nano-
bubble nucleation133,134, reversible ion absorption at the 
pore surface135, poor hydrophilicity of the pore surface136, 
mechanical vibration of 2D membranes80,99,106,137,138 and 
fluctuation of charge carriers at the Ag/AgCl electrode 
interface139.

Chemically dressing nanopores
Surface- modification strategies. The chemical composi-
tion of the nanopore is critical to the translocation pro-
cess and strongly influences factors such as pore–analyte 
surface interaction, receptor binding and electro- osmotic 
flow. There is an arsenal of chemical- functionalization 
strategies that can be used to tailor the surface proper-
ties. For example, nanopores made from silicon nitride 
or glass can be functionalized using a large library of 
silane chemistries, whereas nanopores based on metal-
lized (for example, gold) membranes can be modified 
using thiol chemistry via vapour or solution- based  
deposition140,141.

While many solid- state materials have well- defined 
properties such as surface charge, they typically do not 
contain functional groups such as carboxylic acids and 
amines, unlike biological membranes. To better mimic 

Membrane 
material

Membrane- preparation 
method

Pore- fabrication 
method

Pore 
thickness 
(nm)

Pore 
size 
(nm)

Analyte Comments Refs

WS2 Transfer on the aperture Focused electron/
ion beam

>0.7 >2 dsDNA A visible laser can be used to 
control the nanopore size at 
the atomic level

109

MXenes Transfer on the aperture Focused electron/
ion beam

>0.6 >3 dsDNA Transfer of self- assembled 
flakes at a liquid–liquid 
interface

111

Polymerized 
polyurea

Transfer on the aperture Focused electron/
ion beam

>10 >4 dsDNA, proteins Hydrophobic surface and 
a highly negative surface 
charge density

330

ALD, atomic layer deposition; BN, boron nitride; CDB, controlled dielectric breakdown; dsDNA, double- stranded DNA; ssDNA, single- stranded DNA;  
miRNA, microRNA; tRNA, transfer RNA. aEffective thickness estimated by equations using open- current and ion- current blockade of molecular translocation73

Table 2 (cont.) | Methods to control pore geometry in thin membranes
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biological analogues, various surface- modification strat-
egies have been developed. Examples include the use 
of monolayer agents, such as organosilanes140, Tween 
20 (ref.142) and cetyltrimethylammonium bromide143, 
using covalent and non- covalent bonding strategies to 
functionalize the surface of silicon- nitride nanopores. 
A detailed description of several methods is provided 
in ref.144. Surface modifications not only improve mole-
cular (DNA, RNA and proteins) transport kinetics but 
also mitigate irreversible adhesion. For example, a cati-
onic organosilane, (3- aminopropyl)trimethoxysilane, was 
used145 to increase the electrostatic interactions with DNA 
and transport speeds, especially at low pH. Moreover, 
dressing a pore with inorganic materials using ALD 
enables the fine- tuning of the surface properties (such 
as surface charge, roughness and chemical groups)77,90,91. 
Functionalization and pore- forming methods can also be 
used in combination, for example, using CDB146.

An alternative functionalization strategy is to dress 
a fluid lipid bilayer around a nanopore to mimic bio-
logical structures, in which a curved membrane surface 
enhances sensing147,148. A biomimetic approach was 
developed149 using lipid anchors as carriers of proteins 
and other molecules to the pore via membrane diffusion. 
Advantages of this method include a reduction of two 
orders of magnitude in translocation speeds, inhibited 
rotational dynamics and reduced non- specific adhesion 
of molecules to the pore surface. This method could be 
used to estimate the protein shape and dipole moment150. 
Lipid bilayers can be used to coat materials such as Al2O3 
(ref.151), quartz152,153 and graphene154.

Finally, another strategy for pore functionalization 
is to attach a protein channel to a solid- state pore, com-
bining the advantages of highly sensitive and repro-
ducible biological nanopores with those of robust and 
non- diffusing solid- state nanopores. The first demon-
stration of hybrid nanopore formation155 involved 
electrophoretically inserting α- haemolysin (α- HL) 
conjugated to a DNA tether into a 3.6 nm SiN pore, 
which could then be used to sense single- stranded DNA 
(ssDNA). Other hybrid pores comprising channels such 
as DNA origami156 and viral portal proteins157 were later 
demonstrated. In hybrid nanopore platforms, fluctua-
tions in the signal are often observed, owing to leakage 
current caused by protein channel deformation and to the 
protein entering or exiting the solid- state pore. An ongo-
ing research direction is to chemically bind the organic 
pore to the solid- state matrix with or without chemical 
conjugation158–160, resulting in a fixed channel inserted 
in the solid- state pore with a well- defined position  
and orientation.

Surface modification for chemoselective detection. 
Nanopore sensing is an exceptionally versatile tool 
for the detection of biological analytes at the single- 
molecule level; however, it is generally not selective. 
Any molecule that can be electrokinetically driven 
through the nanopore can disrupt the flow of ions and 
produce a signal. The similarity in signal is particularly 
problematic in the discrimination of proteins, and solv-
ing this problem is essential for fingerprinting individual 
biomarkers and for screening complex biological fluids, 

such as serum, urine or cerebrospinal fluid. For example, 
human serum contains thousands of proteins in a broad 
range of concentrations, and the ability to detect a single 
protein type, especially at low concentrations, is critical 
for diagnostic and screening applications. There have 
been extensive efforts to address this limitation by incor-
porating a selective component to the detection modal-
ity. To date, nanopore selectivity has been achieved via 
two routes: functionalizing the nanopore with a receptor 
tailored for a specific analyte and introducing probes into 
the solution that can ‘fish out’ the molecules of interest  
(as will be discussed the next section).

Some of the earliest attempts to achieve selectivity 
have relied on chemical means to modify the nanop-
ore surface, for both biological161–163 and solid- state164 
nanopores. One common strategy was the use of DNA 
aptamers22. Aptamers are nucleic acids that bind to tar-
get molecules with high specificity and affinity. Unlike 
antibodies, aptamers165,166 can be efficiently designed 
and selected to work in a range of buffer and pH condi-
tions. One of the first instances was the attachment of a 
thrombin- binding aptamer to an α- HL pore. Thrombin, 
an enzyme with a crucial role in physiological and 
pathological coagulation, has been extensively used for 
the development of aptamer- based therapeutics and 
diagnostics, in large part because it is exceptionally well 
studied167. The DNA aptamer was covalently attached 
through a disulphide bond to a single cysteine residue 
near the opening of the pore. Upon binding to throm-
bin, the nanopore opening could be switched on and 
off by the cation- stabilized quadruplex formed by DNA, 
altering the ionic current. Although biological pores are 
not always as easy to modify as their solid- state ana-
logues, they have the advantage that it is relatively easy to 
precisely control the site modification of the pore, along 
with the number of receptors that can be incorporated 
through site- directed mutagenesis22,168,169, which enables 
the incorporation of different kinds of amino acids. By 
designing a mutant biological nanopore, more unique 
features can be added, such as the possibility of analysing 
characteristic frequency features inside the nanopore to 
map non- covalent interactions at the atomic scale169.

Alternatively, in solid- state nanopores, functional-
ity can be incorporated via the design of biomimetic 
platforms such as those incorporating single- protein 
receptors via a thiol- terminated self- assembled mono-
layer. Metallized silicon- nitride nanopores chemically 
modified with nitrilotriacetic- acid receptors allowed 
for the reversible binding and unbinding of proteins, 
which was observed in real time170. Although the func-
tionalized site of the nanopore (the receptor) was arbi-
trarily located on the nanopore surface, it was possible to 
quantitatively determine the intrinsic binding strength 
(dissociation rate) of the molecular interactions from 
voltage- dependent measurements.

Selective sensing using molecular probes
Molecular carriers. The development of surface- 
functionalized pores has advanced a lot over the past 
decade. However, three further advances are needed: 
control over the receptor location for solid- state pores; 
ability to ensure that the target analyte (for example, 
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DNA or proteins) can produce a distinct signature and 
can be discriminated in complex biological fluids17,18; and 
the ability to detect rare analytes or analytes at very low 
concentration. The latter requirement arises from a fun-
damental limitation in conventional nanopore detection 
and is particularly challenging for small molecules and 
proteins, owing to their fast translocation times, close to 
or exceeding the bandwidth of modern current ampli-
fiers, and to event rates often substantially lower than 
those predicted by the Smoluchowski equation, which 

is used to measure the rate of molecular capture at the 
entrance of a nanopore by free diffusion. This results in 
the need to use protein concentrations well over 10 nM 
(ref.171), a very high concentration when compared with 
that of many serum- based biomarkers.

Molecular carriers are particularly well suited to fulfil 
the above requirements. A carrier contains a selective 
(recognition) element that can be inserted into a solu-
tion (fig. 2; TaBle 3). The translocation of a carrier with 
a bound analyte can be distinguished from that of the 
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Fig. 2 | Selective sensing of analytes using molecular carriers. a | Schematic illustrating selective target detection 
using nanopore readout of molecular carriers. Bound targets are confirmed by the presence of one or multiple subpeaks, 
as shown in the inset. b | A λ- DNA carrier (48.5 kbp) engineered to incorporate three independent aptamer binding sites 
for multiplexed protein detection. c | A λ- DNA carrier used for the detection of arbitrarily bound anti- DNA antibodies.  
d | Digitally encoded 7.2 kbp double- stranded DNA (dsDNA) carrier used for multiplexed analysis of proteins. A 3- bit 
barcode was used to identify the different DNA carriers and respective targets. e | A 7.2 kbp dsDNA carrier used to bind 
and detect short, single- stranded DNA (ssDNA) sequences. The subtle structure difference between the unbound and 
bound states was identified using a high- bandwidth amplifier. f | Antigen detection based on nanoparticle dimerization. 
Two Au nanoparticle monomer probes with different antibodies self- assemble to form a dimer in the presence of the 
target antigen. The bound versus unbound state was identified based on the identification of a secondary single or 
double peak in the translocation signal122. Panel b adapted from ref.18, CC BY 4.0. Panel c adapted with permission  
from ref.24, American Chemical Society. Panel d adapted from ref.172, Springer Nature Limited. Panel e adapted with 
permission from ref.202, American Chemical Society. Panel f, R. Ren et al., unpublished work.
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Table 3 | Molecular carriers for selective analyte sensing

Carrier type Year Nanopore Molecular 
carrier

Functional 
group(s)

Target Target 
concentration

Environment Ref.

Biological Nanopores

Polymer 
based

2011 α- HL ssDNA ATP- binding 
aptamer

ATP μM 1 M KCl TE 208

2013 α- HL PNA + peptide Complementary 
sequence

miRNA pM–nM 0.5/3 M KCl 205

2016 α- HL PNA + peptide Complementary 
sequence

10–90 
nucleotides

nM 0.2/1 M KCl 207

2016 α- HL LNA- modified 
ssDNA

Complementary 
sequence

miRNA nM 1 M KCl TE 206

2018 α- HL ssDNA – Cucurbituril pM 3 M KCl TE 331

Solid-state Nanopores

Nanoparticles 2012 Polyurethane 
(qNano)

25 nm NP Complementary 
sequence

ssDNA pM–nM 50 mM NaCl TE 189

2013 Nanopipette 
(borosilicate/quartz)

10 nm NP Peptide Anti- peanut IgY 
antibody

– 15 mM PB 191

2016 Polyurethane 
(qNano)

120 nm NP Complementary 
sequence

Short ssDNA 
fragments

nM PBS 187

2017 Nanopipette 
(quartz)

5 nm NP Lysozyme- binding 
aptamer

Lysozyme pM–nM 100 mM KCl TE 26

2018 Polyurethane 
(qNano)

120 nm NP Complementary 
sequence and 
antibody

DNA methylation – PBS 332

2019 Nanopipette 
(quartz)

11 nm NP PNA miRNA nM 100 mM KCl 
PBS

188

Polymer 
based

2012 SiN 3 kbp DNA – γPNA – 0.2/1 M KCl 333

2014 SiN dsDNA Biotin Monovalent 
streptavidin

nM–μM 900 mM NaCl 
and 6 mM PBS 
buffer

334

2015 SiN 1 kbp dsDNA Specific sequence zif268/
zif268_GST

– 1 M KCl TE 196

2015 SiN 5.6 kbp dsDNA Specific sequence Zinc finger 
protein

– 500 mM KCl TE 198

2015 SiN λ- DNA – Anti- DNA 
antibody

– 3 M KCl TE 24

2015 Nanopipette (glass) M13mp18 
7.2 kbp DNA

Up to 3 biotin Streptavidin – 4 M LiCl TE 199

2016 SiN Biotinylated 
short ssDNA

Complementary 
sequence

miRNA nM 900 mM NaCl 
0.5 × PBS

335

2016 Nanopipette (glass) M13mp18 
7.2 kbp DNA

Biotin/digoxigenin Streptavidin/
anti- digoxigenin

nM 4 M LiCl TE 336

2016 Nanopipette (glass) 7.2 kbp DNA 
with barcode

Biotin/BrdU/
puromycin/
digoxigenin

Anti- biotin/
BrdU/puromycin/
digoxigenin 
antibody

– 4 M LiCl TE 172

2017 SiN dsDNA scaffold ATP- binding 
aptamer

ATP – 3.6 M LiCl 337

2017 Nanopipette 
(quartz)

λ- DNA Thrombin/
AChE- binding 
aptamer

Thrombin/AChE pM–nM 100 mM KCl 
TE + serum

18

2017 Nanopipette (glass) M13mp18 
7.2 kbp DNA

Specific sequence Single- nucleotide 
polymorphisms

– 4 M LiCl TE 338

2017 SiN ssDNA PSA- binding 
aptamer

Prostate- specific 
antigen

nM 1 M KCl 
TE + serum

339

2018 SiN Biotinylated 
dsDNA

Biotin Streptavidin pM–nM 1 M KCl TE 314

2018 Nanopipette (glass) 7.2 kbp DNA 
with barcode

ATP/thrombin/
lysozyme- binding 
aptamer

ATP/thrombin/
lysozyme

– 4 M LiCl TE 340
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carrier alone based on the ionic- current blockade, as 
the presence of the analyte induces a secondary peak 
superimposed on the signal18,172,173. The use of molecu-
lar carriers offers numerous advantages. First, the nano-
pore does not require any functional modifications. This 
keeps the platform generic in design, enabling the detec-
tion of different targets of interest and allowing the use 
of existing nanopore fabrication or synthesis methods. 
Second, analytes substantially smaller than the nanopore 
can be detected. This generally poses a challenge, as the 
signal- to- noise ratio is often governed by the excluded 
volume of the molecule174. The smaller the molecule rel-
ative to the pore size, the lower the signal- to- noise ratio. 
Third, molecular carriers such as DNA have a large and 
well- defined charge and are easily transported through 
a nanopore. Carriers enable more efficient transport 
and detection of analytes with a heterogeneous charge 
that may not otherwise translocate through the nano-
pore. An example is proteins that have a minimal charge 
or no net charge at all175. Fourth, the carriers can slow 
down transport through the nanopore, improving the 
signal- to- noise ratio. Fifth, multiplexing becomes pos-
sible by using different sites on the carriers to bind spe-
cific target analytes18,172,176. Of course, this comes with 
its own challenges, especially in cases when the carrier 
does not translocate through the nanopore at constant 
velocity. It is, therefore, essential to normalize the loca-
tion of the subpeaks relative to the event duration to 
facilitate a comparison between different events18,177. 
Sixth, if the analyte has a low binding affinity, one can 
increase the carrier concentration to facilitate binding 
between the carrier and analyte. An often overlooked 
strategy general to all single- molecule methods is the use 
of a receptor to probe binding events well below the Kd 
(ref.178). For example, even if only a fraction of a per cent 
of a population is in the bound state, it is still possible to 
differentiate bound versus unbound events.

Functional nanoparticles. Functional nanoparticles 
are at the forefront of numerous sensing technologies, 
especially those incorporating optical methods such 
as absorption, fluorescence spectroscopy and Raman 
spectroscopy179–181. The popularity of nanoparticles is, 

in large part, due to their ease of functionalization with 
receptor ligands. For example, metallic nanoparticles 
can be functionalized using a single- step thiol182,183 or 
amine184,185 binding chemistry and oxide nanoparticles 
can also be functionalized using silanes186.

Typical functionalization strategies produce a large 
number of binding sites on the nanoparticle, which 
efficiently concentrate analytes of interest, increas-
ing the detected signal. In terms of nanopore sensing, 
such strategies have been used to detect targets such as 
oligonucleotides187–190 or proteins26,191,192. Bare nanopar-
ticles and nanoparticles with the bound target can be 
discriminated via a change in current, which also ena-
bles binding assays at ultra- low concentrations (fig. 2f). 
For example192, gold nanoparticles were decorated with 
an antibody selective to the cancer biomarker VEGF- C. 
Strategies combining functionalized surfaces and nano-
particles are also promising. In particular, a SiN pore 
was functionalized using silane chemistry with an 
anti- prostate- specific antigen, which was also bound to a 
magnetic nanoparticle decorated with another antibody 
that binds to prostate- specific antigen178. This platform 
can be used in whole blood and achieved an impressive 
detection limit of 0.8 fM.

To truly achieve single- molecule detection, it is essen-
tial to have one target per nanoparticle, otherwise, the 
unique information obtained from single molecules is 
lost. This is challenging owing to lack of control over the 
functionalization of nanoparticles with a well- defined 
number of receptors. A few strategies have been devel-
oped to solve this problem193 but, to some extent, they 
still result in a distribution of targets on a single nano-
particle. DNA aptamer- modified gold nanoparticles 
with, on average, one nanoparticle per aptamer26 were 
used to detect lysozyme with high selectivity and a 
dramatically improved capture rate as compared with 
the detection of bare proteins. More recently, a comple-
mentary strategy whereby nanoparticle dumbbells were 
formed upon binding to their respective targets (fig. 2f) 
was shown to be even more selective and was used to 
perform single- molecule binding assays.

One advantage of using nanoparticles is that they 
can be easily concentrated using dielectrophoresis194,195, 

Carrier type Year Nanopore Molecular 
carrier

Functional 
group(s)

Target Target 
concentration

Environment Ref.

Solid-state Nanopores (cont.)

Polymer 
based (cont.)

2018 Nanopipette 
(quartz)

M13mp18 
7.2 kbp DNA

Complementary 
sequence

Short ssDNA 
fragments

– 4 M LiCl TE 202

2019 Nanopipette 
(quartz)

3.6 kbp dsDNA Specific sequence dCas9 protein – 2–4 M LiCl TE 176

2019 Nanopipette 
(quartz)

λ- DNA Thrombin- binding 
aptamer

Thrombin pM–nM 100 mM KCl 
TE + serum

17

2019 SiN M13mp18 
7.2 kbp DNA

Complementary 
sequence

Tetrahedral DNA – 1 M KCl TE 341

Origami 2018 SiN DNA origami Complementary 
sequence

Nucleoporins – 250 mM KCl TE 204

AChE, acetylcholinesterase; ATP, adenosine triphosphate; BrdU, bromodeoxyuridine; dsDNA, double- stranded DNA; LNA, locked nucleic acid; miRNA, microRNA; 
NP, nanoparticle; PB, sodium phosphate buffer; PBS, phosphate- buffered saline; PNA, peptide nucleic acid; PSA, prostate- specific antigen; ssDNA, single- stranded 
DNA; TE, Tris-EDTA; α-HL, α-haemolysin; γPNA, γ- modified synthetic peptide nucleic acid.

Table 3 (cont.) | Molecular carriers for selective analyte sensing

www.nature.com/natrevmats

R e v i e w s

940 | December 2020 | volume 5 



synthesized to manifest magnetic properties188 and used 
to control the transport of bound analytes or increase 
their apparent concentration. However, the small size 
and spherical shape of nanoparticles lead to quick trans-
location, which is often very challenging to detect and 
demanding on state- of- the- art electronics. Moreover, 
the nanoparticle surface charge, combined with the elec-
trolyte concentration, is often a source of spontaneous 
nanoparticle aggregation that has to be kept at bay by 
limiting the ionic strength of the buffer, often at the cost 
of a largely diminished detection signal.

DNA- based carriers. DNA- based carriers can be used 
to detect multiple bound analytes sequentially during 
translocation through a nanopore (fig. 2b–e). Early 
examples include the detection of protein- bound ssDNA 
complexes196,197 and the translocation of protein–double- 
stranded DNA (dsDNA) complexes and of anti- DNA 
antibodies bound to phage- λ DNA through a nanopore24. 
However, these molecules were randomly bound on the 
DNA- based carrier, in principle, upon confirmation of 
their presence in solution. More recently, precise control 
of the binding location has been achieved198,199, which, 
in turn, improved detection throughput and minimized 
the false positives.

Several strategies have emerged to improve multi-
plexing and selectivity. For example, the detection of ana-
lytes bound to a molecular carrier based on M13mp18 
7.2 kbp DNA was achieved using groups of small DNA 
hairpins functionalized with antibodies172. The specific 
binding sites along the backbone were read sequentially 
during translocation, allowing the detection of multiple 
fingerprint analytes with single- molecule resolution.  
A challenge is that both ends of the DNA carrier have the 
same probability of entering the pore, which complicates 
correlating the observed subpeaks to specific analytes. 
One solution is to encode DNA barcodes into the carrier, 
with each bit in the barcode signalled by the presence 
or absence of multiple DNA dumbbell hairpins. A 3- bit 
barcode could be assigned with 94% accuracy by elec-
trophoretically driving the DNA through a solid- state 
nanopore172 (fig. 2d).

Molecular carriers also allow for the elucidation of 
protein structure and protein–protein interactions. 
For example, controlled unfolding and transloca-
tion of proteins through biological pores (α- HL) was 
demonstrated200 using the AAA+ unfoldase ClpX. 
Sequence- dependent features of individual engineered 
proteins were detected during translocation, indicating 
that molecular motors can reproducibly drive proteins 
through a model nanopore, a feature required for pro-
tein sequencing using this single- molecule technology. 
Nanopore technology can also be used to recognize 
monoubiquitylated and polyubiquitylated forms of 
native proteins under physiological conditions201.

Aside from using antibodies, the use of DNA probes 
coupled to carriers has also been explored. For exam-
ple, high- bandwidth amplifiers were used along with 
nano pipettes to perform label- free detection of DNA 
sequences less than 100 nucleotides long202 (fig. 2e). An 
88- mer target from the RV1910c gene in Mycobacterium 
tuberculosis could be detected when bound to its 

complementary strand. More recently, multiplexed 
DNA was detected specifically using dCas9- decorated 
dsDNA176. The target DNA, with one of two possible 
sequences, could be recognized by the presence of either 
double or triple peaks in the translocation signature 
when it was bound to the dCas9 probes. DNA aptamers 
have also shown great promise in screening a range of 
proteins in a multiplexed manner directly in biological 
fluids such as serum and urine. The combination of 
nano pore sensing and nucleic- acid aptamer recognition 
is highly advantageous, owing to the ease of multiplex-
ing without the need for expensive labelling methods or 
sample pretreatment.

A unique advantage of DNA probes is that they are 
small and not easily detectable without the presence 
of a target molecule. In theory, the number of probes 
per molecular carrier is only limited by the spatial and 
temporal resolution of the nanopore and electronics. 
For example, it has been recently shown that 112 DNA 
hairpins can be detected and separated by 114 bp spac-
ers, which opens up applications such as digital data 
storage, albeit at very high ionic strength203. It was also 
shown that two proteins with a ~96- bp spacing could be  
distinguished at physiological conditions18.

Besides the use of single- stranded and double- 
stranded DNA carriers, advances in DNA nanotech-
nology have enabled the reliable synthesis of more 
complex DNA structures that can be used for biosens-
ing. A DNA origami ring was fabricated204 to contain 
eight binding sites that can recognize FG- nucleoporins 
(FG- Nups). The bare origami ring carrier, the carrier 
bound to FG- Nups and the carrier bound to mutated 
FG- Nups generated unique current- blockade signatures. 
Unlike carriers based on linear DNA, origami- based 
molecular carriers can be easily expanded to incorporate 
multiple binding sites.

In biological nanopores, the selective binding 
between the carrier and the target is reflected in long 
blockade signatures205–207 due to the unzipping of the  
carrier–target complex and/or to conformational 
changes208. For example, a locked nucleic acid (LNA)- 
modified probe was fabricated to selectively sense 
specific microRNA (miRNA)206. When the LNA probe– 
miRNA duplex translocated through an α- HL nano-
pore, a unique two- level signal was observed. The 
conformational change of a G- quadruplex aptamer 
upon binding with adenosine triphosphate (ATP) could 
also be resolved by the translocation of aptamer and 
aptamer–ATP complexes through an α- HL nanopore208. 
This process can be seen as a two- level translocation 
event, indicating the binding of ATP with the aptamer. 
More recently, chemically modified single amino acids 
within a peptide were identified using a fragaceatoxin C 
nanopore209. The labelled and unlabelled protein could 
be clearly distinguished, showing the potential of the 
method for nanopore- based protein fingerprinting.

Sensor multiplexing. The time spent inside the detection 
volume ultimately governs how accurately a target– 
probe complex can be detected. A strategy first imple-
mented by Marc Gershow and Jene Golovchenko was 
to read a translocating molecule over and over again 
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through a single pore by rapidly reversing the bias210, 
reading the same molecule up to 12 times over 250 ms. 
This mode of detection was later complemented by the 
development of double- nanopore platforms for per-
forming electrophoretic time- of- flight measurements211 
by determining the time it takes for a molecule to tran-
sit through two nanopores spaced 1.5 μm apart. More 
recently, there have been extensive efforts to reduce 
the spacing down to 10 nm to improve the capture and 
recapture efficiency51,212,213. With such small gaps, a 
molecule can be recaptured and even stalled with near 
100% efficiency. This paves the way for targeted sensing 
with heightened sensitivity. Furthermore, the slower 
process facilitates recording translocations at lower 
bandwidth, improving the signal- to- noise ratio. It was 
shown that this strategy can be used not only to sense 
a single molecule of DNA by two nanopores but also to 
detect monovalent streptavidin bound to DNA using 
molecular carriers213. The method could be used to 
detect more biologically relevant molecules and could 
potentially even be used with fluids such as serum.

Alternative detection strategies
Nanopore FETs. Similar to nanopores, FET sensors can 
be used for label- free detection of biological species in 
solution or in complex biological media2. This has been 
demonstrated with Si nanowires214, graphene215 and 
carbon nanotubes216. The detection principle is based 
on monitoring the change in source–drain conduct-
ance or transient changes in gate conductance upon 
affinity- based binding of analytes on the transistor 
surface. Although promising, as for most sensors, a 
limitation is that analyte detection is diffusion- limited 
if the analyte is not actively transported to the FET. 
Furthermore, the active sensing volume is limited by 
the Debye screening length. Different approaches have 
been developed to address these issues, including work-
ing in dilute electrolytes, which effectively increases the 
Debye screening length, and functionalizing transistor 
channels with small receptors such as aptamers217 and 
antibodies218 to facilitate the detection of proteins219 
and viruses220.

Integrating nanopores with FETs by confining 
charged analytes in a nanoscale pore offers several 
advantages, including the active transport of the ana-
lyte to the FET. Nanopore integration can be achieved 
using nanowires32, graphene nanoribbons33,34 and gold 
electrodes28 aligned with the pore lumen (fig. 3a–c). 
Detection in the FET and nanopore channel can be 
synchronized, as demonstrated for the detection of 
DNA28,32–34 and nanoparticles221. The synchronization 
mechanism is based on either capacitive coupling28,222, 
resulting from a change in local potential at the gate 
electrode during DNA translocation, or electrostatic 
gating32,33,221,223 by the charge of the translocating 
molecule.

The concept of ionic FETs was first demonstrated by 
fabricating electrode- embedded nanopores by e- beam 
lithography and ALD224. The ionic transport in sub-
10 nm nanopores could be effectively manipulated by 
using the electrodes embedded in the membrane. The 
control of analyte transport across the nanopores was 

also achieved for the single- molecule translocation of 
DNA28,31,225,226. More recently, double- barrelled nano-
pores have been used to control single- molecule trans-
port via the integration of a gate electrode (fig. 3d–f). The 
unique advantages of nanopores and FETs can be com-
bined to obtain hybrid sensors with perfectly aligned 
nanopore and FET components able to detect molec-
ular events with near 100% synchronization28. Surface 
functionalization of the gate electrode can fine- tune 
the transport properties, enabling the active control 
of the translocation velocity and capture rates. This 
approach can be used in combination with surface mod-
ifications with aptamers and antibodies to selectively 
target different proteins and even small molecules such 
as neurotransmitters, which are exceptionally challeng-
ing to detect using conventional nanopore platforms225. 
Although some improvements are still needed, the com-
bination of nanopores and FETs has great potential to 
extract molecular fingerprints and possibly perform 
sequencing for a range of analytes2,3,10.

Quantum tunnelling. A strategy to improve the spa-
tial resolution in nanopores is based on quantum tun-
nelling. In a quantum- tunnelling configuration, two 
electrodes are placed close to each other, usually less 
than 5 nm apart, forming a junction for electrons to 
tunnel through. This detection method, in principle, 
can improve the spatial resolution with which the trans-
locating analyte can be identified. Depending on the 
fabrication route, the electrodes can be suspended over 
the nanopore227, embedded in a membrane228 or layered 
between 2D insulators to form a tunnelling junction 
inside the nanopore229,230 (fig. 3g–i). The idea of combin-
ing nanopore detection and quantum tunnelling was, to 
some extent, inspired by the goal of achieving the future 
next- generation nucleic- acid sequencing11,231. This 
approach combines the advantages of nanopore single- 
molecule confinement and the high spatial, near- atomic 
resolution offered by tunnelling junctions, as initially 
demonstrated by STM. An early work from 2005 theor-
etically showed that quantum- tunnelling measurements 
can differentiate single nucleobases232. The study was 
followed by proposed designs for nanopore- based tun-
nelling architectures for nucleic- acid sequencing233. 
Around the same time, STM studies revealed that it is 
possible to measure the tunnelling current originating 
from nucleotide pairs and individual nucleic acids. 
These results fuelled the exploration of various designs 
based on nanopores with tunnelling or transverse 
electrodes29,227,234–236.

Essential parameters that govern the measured tun-
nelling current are the distance and medium between 
the electrodes and the area of the tunnelling contact.  
A range of fabrication technologies, including mecha-
nically controllable break junctions237,238, electromigrated 
or burn junctions239,240, advanced nanolithography229, 
electron- beam- induced deposition29,227 and feedback- 
controlled electrodeposition241,242, have been optimized 
to build tunnelling sensors, usually employing gold and 
platinum for the electrodes. 2D materials, including 
graphene232,243 and MoS2 (refs232,244), have also been pro-
posed as electrode materials: their thickness, 3.35 Å and 
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6.5 Å, respectively, is very similar to that of individual 
nucleotides and amino acids.

Although initial work focused on nucleic acids, 
much effort has gone into the detection of proteins as 
a potential route towards protein sequencing and con-
formational analysis245,246. As the engineering of robust 
and stable junctions improves, quantum tunnelling 
might enable the identification with high sensitivity of 
particularly elusive essential biological molecules, such 
as polypeptides and small proteins231. However, as the 

tunnelling current exponentially depends on the size 
of the gap, fabricating small, stable junctions accurately 
aligned to the nanopore will be crucial. This will require 
extensive optimization to improve fabrication yield, sup-
press analyte absorption onto the surface of the tunnel-
ling electrodes and improve analyte transport across the 
tunnelling junction and selectivity. A promising route 
to improved selectivity might be the incorporation of 
recognition chemistry to capture the analyte in the  
tunnelling junction247,248.
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Photon- based sensing
Although sensing based on ionic currents provides an 
excellent time response and sensitivity, the throughput 
is often limited to a single nanopore. If multiple nano-
pores share the same electrodes, the signal- to- noise ratio 
decreases, the current signal from individual pores is 
convoluted and small molecules or small differences in 
molecules become difficult to discriminate. This limita-
tion can be resolved if each nanopore is connected to an 
individual electrode and reservoir, but this is a challeng-
ing engineering task. However, other sensing methods 
can benefit from the molecular confinement offered 
by nanopores and provide extra information on top of 
the ionic current. Thus, there has been a drive to cou-
ple nanopore platforms with optical- sensing strategies, 
including the detection of single molecules labelled with 
a fluorescent dye with or without simultaneous electri-
cal measurements; label- free molecule sensing based 
on fluorescent- ion indicators with multipore arrays; 
and plasmonic nanopores (fig. 4). For details, we refer 
the reader to several reviews focusing specifically on 
photon- based sensing using nanopores3,249–252.

Detection of fluorescently labelled molecules. Fluore-
scence spectroscopy is one of the most widely used 
methods for the detection of single molecules in solution. 
This is, in large part, due to the excellent signal that can 
be obtained from a single fluorophore. The underlying 
concept is that a fluorophore can be repeatedly cycled 
between its ground and excited states, as long as it is con-
fined within the detection- probe volume and is not pho-
tobleached. For example, if a molecule has a fluorescence 
lifetime of 1 ns and resides in the probe volume for 1 ms, in 
theory, it can generate up to 1 million photons. In practice, 
this value is typically several orders of magnitude smaller 
owing to photobleaching, blinking, photodegradation  
and optical- collection efficiency (which is less than 
0.2%)253. One of the key motivations for coupling single- 
molecule fluorescence with nanopores is to maximize 
the total number of photons recorded and reduce the 
background noise. Nanopores are exceptionally help-
ful in confining the analyte to a well- defined volume 
that is much smaller than a typical diffraction- limited 
probe volume. This substantially improves the overall 
photon- collection efficiency. Another advantage of using 
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Fig. 4 | Photon-based sensing. a | Simultaneous fluorescence and 
ionic- current measurements. The schematic shows a typical 
optical- nanopore experiment. A fluorescent- dye- labelled DNA molecule 
(on the cis side) passes through a pore under an applied voltage, while an 
excitation laser is focused on the other side of the membrane (trans side). 
The optical (red) and electrical (black) traces recorded during the DNA 
translocation through the pore show synchronized fluorescence bursts 
and reductions of the electrical current. b | Selective sensing of proteins 
using DNA carriers coupled to molecular beacons encoded with an 
aptamer sequence. When there is no bound protein, only the ionic- current 
signal is observed (blue line), while when there is a protein bound to the 
DNA carrier, a signal in the optical channels is observed as well (red line), 
simultaneous to the electrical signal. c | Multipore measurement using 
fluorescent- ion indicators. Ca2+ ions are introduced in the cis chamber, 
whereas Ca2+ ion indicators are placed in the trans chamber. Under the  
applied voltage, Ca2+ ions passing through the nanopore bind with  

the indicators, leading to fluorescent emission with a signal- to- noise ratio 
comparable to that of the ion flux caused by single- molecule DNA 
translocation through the nanopore (left). This approach allows to 
simultaneously monitor the ion flux across several nanopores without 
compromising signal quality, as shown by the measurements on the right. 
The bottom images represent the consecutive fluorescence recordings of 
three independent nanopores. d | Plasmonic nanopores. A plasmonic 
bow- tie structure is fabricated next to a pore. When it is illuminated, a 
strong electromagnetic field is created locally, leading to enhanced 
optical signals (scattering light, fluorescence, Raman scattering, Förster 
resonance energy transfer) that can be used for DNA sequencing. SERS, 
surface- enhanced Raman spectroscopy. Panel a adapted from Soni et al. 
2020 (ref.267), with the permission of AIP Publishing. Panel b adapted  
from ref.17, CC BY 4.0. Panel c adapted with permission from ref.274, 
American Chemical Society. Panel d adapted with permission from  
ref.344, American Chemical Society.
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solid- state nanopores is that complex multilayer structures 
can be designed not only to enhance fluorescence but also 
to minimize background noise.

Since the early 2000s, the passage of a dye- labelled 
DNA through a nanopore has been observed using 
both epifluorescence and confocal microscopy by 
merely tracking fluorescence bursts to probe diffusive 
and voltage- driven DNA dynamics near the pore254–263. 
In principle, single fluorophores can be observed, but 
in practice, detection is challenging. For example, DNA 
coil relaxation can be hindered in high- porosity mem-
branes under ultraviolet laser illumination by electro-
kinetic force from the surrounding pores264. This enables 
the capture of molecules into laser- illuminated pores, in 
which maximum photon emission is expected. A DNA 
molecule translocating with a rate of ~104 nt ms−1 pro-
duces ~102 photons per passing nucleotide35, but the 
strong fluorescence background from the membrane265 
and the autofluorescence from the buffer266 make it  
difficult to identify single fluorescent dyes.

Several strategies have been developed to minimize 
losses, including the use of total internal reflection 
fluorescence microscopy, confocal microscopy and 
zero- mode waveguides (ZMWs). The synchronized 
optical and ionic currents generated by a dye- labelled 
DNA passing through a 4 nm pore was detected using 
total internal reflection fluorescence microscopy267 
(fig. 4a). This method was further developed to detect 
DNA sequences using multicolour readout. In this strat-
egy, a DNA template strand is recognized by molecular 
beacons with two types of fluorophore and translocates 
through a sub-2 nm pore. The nanopore sequentially 
unzips the beacons, leading to sequential fluorescence 
bursts that can be correlated to the template sequence268. 
ZMWs consist of small, metallic nanowells (typi-
cally made of aluminium) on a transparent substrate 
that reduces the background fluorescence, allowing 
for single- molecule detection and single- molecule 
real- time sequencing269. In the simplest design, an 
aluminium layer is deposited on top of a membrane, 
allowing dye- labelled single- DNA- translocation detec-
tion with high- contrast images258,263. Nanopores can 
be integrated into ZMWs to assist in single- molecule 
real- time sequencing, especially for long DNA mole-
cules. Aluminium nanowells on a transparent membrane 
containing the pores were used to electrokinetically 
load single molecules, including DNA and DNA– 
protein complexes from low- concentration solutions  
(a few pM)79,86,270.

Other ways to reduce the fluorescence of the back-
ground include thinning the SiN membrane to less than 
5 nm (ref.271), replacing it with non- photoluminescent 
materials (such as SiO2 or TiO2)81,91,270 and reducing 
the SiN photoluminescence by electron or ion- beam 
irradiation265,272. Recently, aptamer- based molecular 
beacons were introduced to identify single- nucleotide 
mismatches and target proteins directly in human 
serum and urine17 (fig. 4b). Often, these samples exhibit 
a substantial autofluorescent background; however, the 
nanopores can be used to suppress the background and 
increase the signal- to- noise ratio. However, because laser 
illumination of the nanopore produces electrical noise 

owing to fluctuating surface charges and the photo-
conductive effect, nanopore- chip design optimization 
is essential for obtaining high- bandwidth simultaneous  
optoelectrical measurement95,273.

Molecular sensing with multipore arrays. In optical 
sensing, unlike in resistive- pulse sensing, the signal 
obtained from individual molecules does not decrease 
when the number of nanopores in the same membrane 
is increased. This allows the detection throughput to 
be increased by using optical detection in multipore 
arrays while retaining single- molecule resolution. One 
example is based on the detection of Ca2+ ion indica-
tor dyes. Buffers containing Ca2+ are placed in the 
cis chamber and a Ca2+ indicator (such as Fluo-8 or 
Calbryte) in the trans chamber. Ca2+ diffusion through 
the pore generates a Ca2+ flux to the trans side, which 
results in ions binding to the dye and in a localized 
fluorescence signal (fig. 4c). This method reveals the 
number and location of the pores, but also quantifies 
the ion flux at each pore274,275. It also enables the real- 
time visualization of nanopore formation by CDB276,277, 
and was used to visualize pore localization with spatial 
resolution below the diffraction limit277 and to moni-
tor the flux of calcium ions through 24 pores on the 
same SiN membrane278. This approach is not restricted 
to Ca2+ ions, as indicators sensitive to other ions are 
available279. Droplet interface bilayers can also be used 
for sensing multipore arrays280,281. This platform can 
also be used to gain a fundamental understanding of 
membrane- protein diffusion in a lipid bilayer by track-
ing the position of the pore with time282. Recently, an 
electrode- free nanopore- measurement method, called 
DiffusiOptoPhysiology (DOP), was demonstrated. In 
this method, different salt species or different con-
centrations of the same salt are placed in the cis and 
trans chambers and produce unidirectional thermal 
diffusion of Ca2+ ions and an osmotic pressure that 
enables the detection of single molecules (for example, 
TriM- β- CD and dsDNA) without the application of an  
electrical potential283.

Plasmonic nanopores. Plasmonic nanostructures pro-
duce a strong, localized electromagnetic field, the 
so- called plasmon resonance, and have attenuated back-
ground optical noise. Combined with nanopores, they, 
thus, promise optical detection with high signal- to- noise 
ratio during the recording of the ionic current (fig. 4d). 
The modes of the plasmon resonance, which is the oscil-
lation of a group of excited electrons that results in а 
strong electromagnetic field, depend on the geometry of 
the nanostructure, the wavelength of the excitation light 
and the surrounding medium.

Several plasmonic nanostructures have been inte-
grated with nanopores, including bow- tie antennas284, 
plasmonic nanowells266, gold nanoparticles56,285, plas-
monic bullseye nanostructures286,287 and plasmonic 
nanoslit cavities134,288. Because the plasmon resonance 
can enhance the light intensity by a factor of 104 (ref.289), 
single- molecule optical detection using scattering 
light290–293, fluorescence56,266, Raman scattering294–298 
and Förster resonance energy transfer299 is achievable 

NaTure revIews | MATERiAlS

R e v i e w s

  volume 5 | December 2020 | 945



in plasmonic nanopore systems. For example, the 
fluorescence from a single dye- labelled dsDNA was 
enhanced by a factor of 10 during its passage through a 
pore decorated with a plasmonic nanowell266. Localizing 
an electromagnetic field into sub-10 nm gold nano-
slit structures loaded with ssDNA allowed the use of 
single- molecule, spatially resolved Raman spectros-
copy295. If plasmonic structures are fabricated near the 
nanopore, as is the case for bow- tie antennas, scattering 
or transmitted light during the passage of DNA through 
the pore can be resolved, allowing label- free optoelec-
trical measurement with sub- millisecond temporal  
resolution291–293.

In addition to sensing, plasmonic nanopores 
can be used for localized heating and molecular 
manipulation; indeed, laser illumination on a plas-
monic pore results in photothermal heating of the 
pore surroundings284,286,287,300. This localized heating 
is accompanied by the formation of thermal gradi-
ents, resulting in phenomena such as molecular/ion 
thermophoresis300–302 and localized bubble nucleation 
by heating of the solvent molecules134. Furthermore, the 
electromagnetic field generated at a plasmonic structure 
can efficiently trap single nanoparticles or proteins303,304.

The combination of plasmonic nanoparticles and 
nanopores is an emerging field, and there are several 
reports on the integration of plasmonic structures with 
nanopores56,285,305,306. High- sensitivity molecular detec-
tion based on simultaneous optical and electrical read-
out using plasmonic nanopores will, no doubt, be the 
subject of exciting future research.

Machine- learning- assisted nanopore analysis
Single- molecule data contain much information, and 
recent advances in nanopore fabrication and detection 
mean we can access more of it. At the same time, there 
has been a steady improvement in our ability to record 
and classify single- molecule data and build more accu-
rate models that allow us to recognize individual popu-
lations or specific features within a molecule. Recently, 
machine- learning algorithms have been gaining in 
prominence to assist in the analysis of data coming from 
nanopores. These algorithms are designed to pick up the 
most useful signatures, which are sometimes hidden, 
without explicit instruction and can be retrained using 
experimental datasets to further increase the detection 
accuracy.

One of the most sophisticated methods imple-
mented to date is the use of deep neural networks for 
DNA sequencing. This approach facilitates the connec-
tion between the fingerprints of an enzymatic motor, 
the characteristic ‘squiggle’ signals from electrical 
recordings, sequence information and bioinformatics. 
Machine- learning approaches can be modified or cus-
tomized for more applications, including the detection 
of DNA modifications307, the discrimination of protein 
variants308 and multiplexed detection of barcoded pro-
tein reporters309. Other algorithms such as convolu-
tional neural networks310, support vector machines311,312 
and time- series shapelets313 were used to identify and 
analyse the parameters obtained from resistive- pulse 
sensing, resulting in increased accuracy and enhanced 

selectivity. Further applications include probing struc-
tural differences of tRNA312, accurately detecting 
molecular- carrier barcoding310, distinguishing mixed 
analytes of DNA oligomers with single- nucleotide 
differences313 and quantifying glycosaminoglycans at 
the single- molecule level311.

Conclusions
As nanopore- based DNA and RNA sequencing are 
achieving commercial success, we have provided a 
survey of alternative nanopore- based sensor con-
figurations that employ novel materials and sensing 
modalities. The field of nanopores is ever- growing, 
with over a dozen companies pursuing the commer-
cialization of nanopore- based sensing applications. 
This growth is a result of the realization that nanopo-
res offer a unique combination of ultra- high- sensitivity 
detection with the possibility of identifying a molecule 
based on the signal generated by its transport through 
and interactions with the nanopore. Achieving spec-
ificity is perhaps the greatest challenge, as we have 
discussed. The incorporation of new modalities, such 
as combined optical and electronic detection, the use 
of chemical- recognition groups at the nanopore inter-
face and machine- learning- based analysis are worth 
exploring further to enhance the spectrometric value 
of nanopore signals. On the detector end, combining 
electrical detection and fluorescence can provide a 
few- fold increase in specificity, and plasmonic devices 
can help localize light and enhance fluorescence sig-
nals. Ultimately, nanopores can assist with extracting 
photons from molecules to increase the signal- to- noise 
ratio. Furthermore, plasmonic devices allow for the use 
of alternative detection strategies such as Raman spec-
troscopy. Integrating tunnelling junctions into nano-
pores can help with multiplexing nanopore signals in 
an array format, as well as with providing tunnelling 
signals that are fingerprints of a particular type of mole-
cule. The integration of FETs can aid with multiplexing 
to nanopore arrays, controlling analyte transport and 
improving detection at low- salt conditions. Although 
commercial strategies exist, further exploration of the 
possibility to scale up nanopore sensing is needed. 
This potentially has implications for the use of nano-
pores as diagnostic and screening tools. In addition to 
changes to the detector, alternative sample- preparation 
methods in which the analyte molecules are modified, 
such as by tagging them with various adapters or bulky 
groups, can greatly assist with increasing the specific-
ity and sensitivity of nanopore sensors. Chemistry can 
also be used to enhance specificity by modifying the 
nanopore surface with functional groups that modulate 
interactions with the analyte. All of these sophistica-
tions require compatibility of the nanopore material 
with the method of interest, and many efforts have 
been devoted to identifying the most suitable materi-
als for each detection method. It is certainly an exciting 
field to monitor as further progress is made with new 
nanopore materials, detection methods and molecular 
sensing applications.
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